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Module-I: Introduction to Financial Technology

Module-II: Digital Payment and Lending

Module-III: Tech based Wealth Management and 

Insurance

Module-IV: Block Chain and Distributed Ledger

Module-V: Fintech Regulations Regtech

Modules:



Course Objectives:

• COB1:To understand the evolution of disruptive financial service models

• COB2: Acquire knowledge on digital payments and digital lending 

• COB3:To understand technology based investment consultancy 

• COB4:To exposure to crypto currencies and block chain technology 

• COB5:To gain knowledge on Regtech in India 



Expected Outcomes 

CO1:Introduce Fintech concepts and regulations 

CO2:Acquire knowledge on digital payments and digital lending 

CO3:Able to understand technology based investment consultancy and 

insurance 

CO4:Able to exposure to crypto currencies and blockchain 

CO5:Gain knowledge on the Regtech 



Introduction to Financial Technology: Modules-I:

• BFSI and Digital Transformation

• Financial Services

• Fintech Companies

• Overview of Fintech Regulations



Fintech Global Industry Overview: Modules-I:

✓ FinTech (Financial Technology) is now a buzzword in the financial 

market.

✓ Global Fintech Market is estimated to generated a revenue of USD 1 

trillion by 2030.

✓ It is has achieved a CAGR of 21% for the past few years. 

✓ It will boost the operational efficiency and outreach of the financial 

services to the population across the globe.

✓ This trend will lead to a surge in the global fintech manpower.

✓ On the other hand, the automation in the operations is going to effect 

the manual jobs and employment.

Global Fintech: Prudence, Profits ahttps://www.bcg.com/publications/2024/global-fintech-

prudence-profits-and-growthnd Growth | BCG

https://www.bcg.com/publications/2024/global-fintech-prudence-profits-and-growth
https://www.bcg.com/publications/2024/global-fintech-prudence-profits-and-growth


Fintech Industry in India:Modules-I:

✓ India has become the third-largest fintech ecosystem in the world following the 

USA and China.  

✓ By 2024 it has reached a market size of USD 111 billion.

✓ The market size is estimated to reach USD 420 billion by 2030.

✓ It is expected to grow at CAGR of 30%. 

✓ India’s fintech sector makes 40% of the world’s digital transactions.  

✓ India has huge potential considering the limited penetration of financial services in 

the market, as the coverage remains below 10%.

✓ The percentage of unbanked population in India is 14.6%, in contrast to 6% in the 

USA.

https://www.mordorintelligence.com/industry-reports/india-fintech-market



Indian Fintech Industry Trends:Modules-I:

https://www.mordorintelligence.com/industry-reports/india-fintech-market

Market Drivers: 

• Increasing Demand for Digital Services

• Rapid Advancement in Technology is Driving the Market

Market Restraints:

• Concerns about Data Security and Privacy

Market Opportunities:

• Rise of Blockchain Technology is Creating an Opportunity

Market Segments:

• Money Transfer and Payments, 

• Savings and Investments, 

• Digital Lending and Lending Marketplaces, 

• Online Insurance and 

• Insurance Marketplaces
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Fintech Global Evolution: Modules-I:
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1. Banking Tents, Temples, Stones, Bricks, 

2. Ledgers, Cheques

3. Negotiable Instruments, Printed Cheques,

4. Mortgage brokers, Electronic Payments, automation

5. Wires, Swift, Automobile Lenders, Credit Cards, ACH, Direct Deposit, ATM, POS, Internet and Online Banking, 

6. Mobile Payments, Wallets, Contactless and Cardless system, Open API

7. Open Banking, Voice Assistants, Digital Currency, biometric,

8. Block chain, Chatbot, Robots, AI, ML,

9. You can think or create.



Fintech of our times: Modules-I:



Fintech Evolution in India: Modules-I:



Need of Fintech: Modules-I:

• Digitisation

• Ease, Efficiency and Speed

• Simplification of Complicated Tasks

• Automation

• Reducing Errors

• Lower Cost

• Data Driven Decision Making



Major Financial Services: Modules-I:

• Credit (lending and borrowing by commercial banks and 

other institutions)

• Investment (asset management companies, leasing, project 

finance, non-listed stocks)

• Risk Transformation (insurance companies)

• Capital Markets (Brokerage firms, Stock exchange, clearing 

house, depositories, mutual funds) 

• Advisory (financial advisors, investment advisor, insurance 

advisor) 

• Regulation (financial regulators and boards)



Landscape of Indian Fintech Cos: Modules-I:



Types of Fintech Companies: Modules-I:

• Unicorn (More $1 billion)

• Decadorn (More $10 billion)

• Hectocorn (More $100 billion)

• Hub (Place where start-ups are 

located)

• Blockchain

• BankTech

• InsurTech

• LendTech

• PayTech

• RegTech

• Mobilepayment

• TradeTech

• Robo-Advising

• WealthTech

• InvestTech

• SWIFT

• Crowdfunding

• SupTech

• AccountingTech



Fintech Regulations in India: Modules-I:

▪ Information Technology Act 2000

▪ Credit Information Companies (CIC) Act 2005

▪ Payment and Settlement Systems Act (2007)

▪ RBI Guidelines for Payment Aggregators and Payment Gateways (PA Guidelines)

▪ RBI Directions on Pre-paid Payment Instrument (PPI Direction)

▪ RBI KYC Directions

▪ NCPI Regulations regarding UPI payments

▪ RBI Guidelines for Online Payment Gateway Service Providers (OPGSP) 2015

▪ RBI Draft on Online Export-Import Facilitators Guidelines 2023

Fintech Laws and Regulations | India | GLI (globallegalinsights.com)

https://www.globallegalinsights.com/practice-areas/fintech-laws-and-regulations/india


Fintech Paradigms: Encryption & DecryptionModules-I:

Encryption is a way of scrambling data so that only authorized parties can 

understand the information. 

• In technical terms, it is the process of converting human-readable plaintext to incomprehensible 

text, also known as ciphertext. 

• In simpler terms, encryption takes readable data and alters it so that it appears random. 

• Encryption requires the use of a cryptographic key: a set of mathematical values that both the 

sender and the recipient of an encrypted message agree on known as ‘Key’.

• The two main kinds of encryption are symmetric encryption and asymmetric encryption. 

Asymmetric encryption is also known as public key encryption.



Modules-I:

Imagine if A sends the message "Hello" to B, but she replaces each letter in her 

message with the letter that comes two places later in the alphabet. Instead of "Hello," 

her message now reads "Jgnnq." And, if B knows that the key is "2" then she can 

decrypt her message back to "Hello."

Fintech Paradigms: Encryption & Decryption



Fintech Paradigms: Cloud StorageModules-I:

Cloud Storage is a mode of computer data storage in which digital data is 

stored on servers in off-site locations. 

• The servers are maintained by a third-party provider who is responsible for 

hosting, managing, and securing data stored on its infrastructure. 

• The provider ensures that data on its servers is always accessible via public or 

private internet connections.

• Cloud Storage enables organizations to store, access, and maintain data so that 

they do not need to own and operate their own data centers, moving expenses from 

a capital expenditure model to operational. Cloud Storage is scalable, allowing 

organizations to expand or reduce their data footprint depending on need.



Fintech Paradigms: Cloud StorageModules-I:



Fintech Paradigms: Distributed Ledger Modules-I:

Distributed ledger technology (DLT) is the technological infrastructure and 

protocols that allow simultaneous access, validation, and record updating 

across a networked database. 

• DLT is the technology blockchains are created from, and the infrastructure allows users to view 

any changes and who made them, reduces the need to audit data, ensures data is reliable, and 

only provides access to those that need it.

• Every device on a distributed ledger network stores a copy of the ledger. These devices are 

called nodes—a network can have any number of nodes. Any changes to the ledger, such as 

moving data from one block to another, are recorded across all nodes. Because each node has a 

copy of the ledger, each one publishes its version with the latest transactions.

• This process of reviewing transactions is called a consensus mechanism.



Fintech Paradigms: Distributed Ledger Modules-I:



Fintech Paradigms: AI and MLModules-I:

Artificial intelligence (AI), the ability of a digital computer or computer-

controlled robot to perform tasks commonly associated with intelligent 

beings. It refers to the simulation or approximation of human intelligence in 

machines. The goals of artificial intelligence include computer-enhanced 

learning, reasoning, and problem-solving.

Machine Learning (ML) is a subfield of artificial intelligence (AI) that uses 

algorithms trained on data sets to create self-learning models that are 

capable of predicting outcomes and classifying information without human 

intervention.



Fintech Paradigms: AI and MLModules-I:



Role of Fintech Paradigms:Modules-I:

Paradigm Role 

Encryption and Decryption Data Privacy and Security

Cloud Storage Data Storage, Easy Accessibility

Distributed Ledger Data Storage, Privacy and Security

AI and ML Computations, Decision Making



Fintech – Potential Industry: Modules-I:

✓ Digitalisation of Money, Securities and Credit

✓ Customer Data

✓ Expanding Analytical Power

✓ Multiple system of Ledgers

✓ Automation and no-time- process

✓ Wider Public Acceptance



Fintech – Risks: Modules-I:

• Development Cost

• Funding

• Model 

• Infrastructure

• Compliances

• Digital Frauds

• Natural Disasters

• Mental and physical Health

• User Experience (expectations, digital literacy, cost to user) 



Thank you



Digital Payment and Lending: Modules-II:

• Digital Payments

• Remittances

• Social Payments and Remittances Apps

• Peer to Peer Lending (Consumer, Students, Business Lending)

• Crowd Funding

• Mobile Payment Apps

• Next Gen Commerce 

• Multifunction Instruments



Digital Payment: Modules-II:

Digital payments are essentially payments conducted through electronic, internet-

enabled mediums without involving the physical exchange of money. The customers 

can pay using devices such as PC (internet banking), mobiles (wallets or money), QR 

codes, credit and debit cards both online and on physical premises. 

Generally following parties are involved in a digital payment system. They are:

• Marchant (Payee)

• Consumer (Payer)

• Issuing Bank (the bank that debits amount from the payer)

• Payee’s Bank (the bank that credits the amount in payee’s account)

• Payment Network



Digital Payment – An Example: Modules-II:

X purchases apparel worth INR 10,000 from PQR Garments. X opts to make the 

digital payment for this amount using debit card on the Point of Sale (PoS) machine 

or pay through UPI for any app (QR Code) in the shop.

Following Steps takes place:

1. Shopkeeper swipes the card on the PoS machine

2. PoS provider checks for a sufficient balance in X’s bank account. This is only 

after X enters the transaction PIN, which is verified.

3. If there is a sufficient balance, the digital payment is processed, and the money 

is debited from X account and credited to the PQR’s account.

4. Both the parties are notified by the respective banks about debit and credit of 

the amount.



Digital Payment – Well-known systems available: Modules-II:

• Internet Banking

• Banking Cards (Debit and Credit Cards)

• Mobile Banking

• Payment Gateways

• Unified Payments Interface (UPI)

• Mobile Wallets

• ATMs and Micro ATMs

• Tokenization Payments

• SWIFT and WIRES

• Unstructured Supplementary Service Data (USSD)

• Aadhaar Enabled Payment System (AEPS)

• PoS Terminals



Digital Payment – Debit Card Transaction: Modules-II:



Digital Payment – Credit Card Transaction: Modules-II:



Digital Payment – UPI Transaction:Modules-II:



Digital Payment – Payment Gateway Transaction:Modules-II:



Digital Payment – ATM Transaction:Modules-II:



Digital Payment – Tokenized Transaction: Modules-II:



Digital Payment – SWIFT Transaction: Modules-II:



Digital Payment – Internet Banking Fund Transfer:Modules-II:



Digital Payment – NEFT Transaction:Modules-II:



Digital Payment – IMPS Transaction:Modules-II:



Digital Payment – RTGS Transaction:Modules-II:



Mobile Payment App: Modules-II:

Payment App refers to the application that support payment services using a 

mobile device. Money can be deposited in the payment app before 

conducting any transaction or in other cases, an individual’s bank account 

can be linked with the digital wallet to conduct the financial transaction.

Existing Models:

• Card-based payments

• Mobile Wallets

• Contactless Payments NFC (Near Field Communication)

• Carrier Billing (Premium SMS or direct carrier billing)

• Direct transfers between the payer and payee bank accounts on real-time based 

operations

Payment Apps | e-Wallets | Online Payment Apps & Digital Wallets in India - Goodreturns

https://www.goodreturns.in/payment-apps-and-e-wallets.html


Mobile Payment - Apps in India Modules-II:

• Bhim

• Paytm

• Google Pay

• Amazon Pay

• JIO Money

• Freecharge

• Yono SBI

• Airtel Money

• Payzapp

• MobiKwik

• Oxigen

• Ola money

• PhonePe

• MSwipe

• Axis Bank Lime

• PayUmoney

• ICICI Pockets

• Citrus

Note: A mobile wallet or e-wallet is an app that consists of your debit and credit card 

information which helps the users to pay for goods and services digitally using their mobile 

devices.



Remittances: Evolution Modules-II:

1. Money orders, checks, and drafts (via Banks)

2. Wire transfers (via Agents & SWIFT)

3. ACH transfers (via Network of financial institutions)

4. Online Money Transfers (via Banks)

5. Money Transfer Companies

6. Mobile Money Transfer (via mobile message)

7. Cryptocurrency (C-C and C-F models) 

A remittance system enables the flow of money from one party to another 

party through designated network or channel or method. 



Remittances: Wire TransferModules-II:

A wire transfer is an electronic transfer of funds via a network that is administered by 

banks and transfer service agencies around the world.



Remittances: ACH TransferModules-II:

ACH transfers are electronic, bank-to-bank money transfers processed through 

the Automated Clearing House Network.



Remittances: Crypto Currency TransferModules-II:

A cryptocurrency is a digital or virtual currency secured by cryptography, which 

makes it nearly impossible to counterfeit or double-spend. Most cryptocurrencies 

exist on decentralized networks using blockchain technology—a distributed ledger 

enforced by a disparate network of computers.



Remittance: Social Media AppsModules-II:

• Wechat (2011, China, both remittance and payment, red-

envelop)

• WhatsApp Pay (started in 2018, India as pilot study, code-

based)

• Facebook Credit (Virtual currency, started in 2009 but terminated in 

2013, message based, virtual Currency)

• Facebook Messenger Payment (Charitable Payment, started in 

2015 in UK, Frace but terminated in 2019)

• Facebook Pay (Combined app for facebook, instragram, whatsapp)



Lending: Peer – Peer Lending (P-P Lending)Modules-II:

• Peer-to-peer (P2P) lending is a form of financial technology that 

allows people to lend or borrow money from one another without 

going through a bank.

• P2P lending websites connect borrowers directly to investors. The 

site sets the rates and terms and enables the transactions.

• P2P borrowers seek an alternative to traditional banks or a lower 

interest rate.



P – P Lending – Operational FlowModules-II:



P-P Lending – Different Types:Modules-II:

• Peer-Business Lending

• Consumer Lending

• Short-term Working Capital

• Students Lending

• Invoice Financing (Via Crowd Sourcing Platform)

• Invoice Trading (Via Crowd Sourcing Platform)

• Invoice Discounting (Via Crowd Sourcing Platform)

• Digital Mortgage



P-P Lenders in India:Modules-II:

• LenDenClub

• Liquiloans

• Finzy

• Faircent

• Lendingkart

• i2ifunding

• i-Lend

• Rupee Circle

• Paisa Dukaan

• Cash Kumar

• Lend Box



Crowd Funding:Modules-II:

Crowdfunding is the pooling of assets or capital through the internet to fund 

a business or project. Communities and societies support these creative or 

commercial projects.

Previously, the vehicle used was a consortium, co-ownership, cooperative, or

mutual arrangement. 



Crowd Funding - Model:Modules-II:



Crowd Funding - Types:Modules-II:

There are four ways in which crowdfunding can raise funds: 

a) Donation

b) Reward

c) Lending (Debt Crowdfunding) 

d) Equity (Crowd Investing, ICO)



Crowd Funding  - Platforms in India:Modules-II:

• Impact Guru: IG is a donation-based crowdfunding platform that primarily focuses on 

social, personal, and medical causes. Individuals and organizations can create 

campaigns on Impact Guru to raise funds for various purposes, such as medical 

emergencies, disaster relief, education, and environmental projects. Donors can 

contribute to these campaigns and support the causes they care about.

• Ketto: Ketto is a popular crowdfunding platform in India that helps people and 

organizations raise funds for social, creative, and personal causes.

• Milaap: Milaap is a crowdfunding platform that helps people and organizations raise 

funds for causes related to healthcare, education, and more.

• GiveIndia: GiveIndia is a platform that connects donors with a wide range of causes, 

including education, healthcare, disaster relief, and more.



Crowd Funding:Modules-II:

• Crowdera: Crowdera is a free crowdfunding platform that allows individuals and 

nonprofits to raise funds for their projects and causes.

• FundRazr: FundRazr is a global crowdfunding platform that helps people and 

organizations raise funds for social, personal, and creative projects.

• BitGiving: BitGiving is a crowdfunding platform that enables individuals and 

organizations to raise funds for social, personal, and creative causes

• Wishberry: Wishberry is a crowdfunding platform that focuses on creative projects such 

as films, music, art, and literature.

• GoFund Me : GoFundMe is a global crowdfunding platform that enables individuals and 

organizations to raise funds for personal, social, and creative causes.

• Donate Kart : DonateKart is an online fundraising platform that allows donors to donate 

products directly to nonprofits and NGOs.

• Mightycause : Mightycause is a nonprofit fundraising platform that helps nonprofits and 

charities raise funds for their causes through crowdfunding and other tools.



Crowd Funding:Modules-II:



Crowd Funding:Modules-II:



Crowd Funding:Modules-II:



Crowd Funding:Modules-II:



Crowd Funding:Modules-II:



Crowd Funding – How to start a CF Platform:Modules-II:

https://www.sparxitsolutions.com/blog/crowdfunding-platform-development-

guide/



Digital Payment – Modern Payment System: Modules-II:



Digital Lending & Payment – Benefits and Risks: Modules-II:

✓ Ease and convenience

✓ Economic progress

✓ Safety and efficient tracking

✓ Huge Data and Efficient Market 

Segmentation

✓ Innovative BFSI Products based on 

customers feedback

➢ Infrastructure failure

➢ Digital Frauds and Scams

➢ Identity Theft and Privacy



Next Gen Commerce:Modules-II:

Commerce is about the facilitation of trading in products or services. NeXT 

Commerce enhances the speed, precision, and flexibility needed to achieve 

profitable and sustainable growth, faster.



Next Gen Commerce:Modules-II:

✓ Point of Sale (PoS) -  cash register, cashdrawer, receipt printer, barcode reader, 

card machine, inventory management , accounting system, in-store geo-location, 

consumer data analytics, and omnichannel integration.

✓ Mobile Point of Sale (mPoS)  - everything above but using a mobile device.

✓ Online Acquiring -  payments for goods and services through the internet.

✓ Mobile Wallets – carries your debit card or credit card information in digital 

form on your mobile device to enable payments, coupon and discount details, 



Next Gen Commerce – Features:Modules-II:

• Product catalog

• Shopping cart

• Checkout and payment processing

• Shipping and order management

• Customer accounts and loyalty programs

• Marketing and analytics

• Mobile optimization



Next Gen Commerce – Technical Architecture:Modules-II:



Next Gen Commerce – Business Models:Modules-II:

1.Business to Consumer (B2C)

2.Business to Business (B2B):

3. Consumer to Consumer (C2C)

4.Consumer to Business (C2B)

5. Business-to-government (B2G)

6. Government-to-business (G2B)

7. Government-to-consumer (G2C)



Next Gen Commerce – Uses:Modules-II:

• Online retail

• Digital products and services

• Business-to-business transactions

• Online marketplaces

• Auction sites

• Online banking and financial services

• Online booking and reservations

• Food delivery

• Online advertising



Thank you



Tech Based Wealth Management & Insurance: Module-III:

• Wealth-Tech

• Internet of Things (IOT)

• Insure-Tech



Wealth-Tech - Introduction: Module-III:

• Wealth management is the process of making decisions about financial 

the assets.

• This includes, but not limited to, financial investments, tax planning, 

estate planning and other financial matters.

• The goal of a wealth manager is to help investors grow and preserve their 

wealth over the long term.

• Investment Management, Financial Planning, Tax advice and Estate 

Planning are key services of a wealth manager.  

• When all these functions are services are provided using disrupting 

technologies it becomes Wealth-Tech.



Wealth-Tech – Products & Services: Module-III:

• Asset Allocation

• Diversification

• Rebalancing 

• Tax-Loss harvesting

• Robo-advisors

• Robo-retirement

• Microinvestment

• Digital Brokers

• Tailored Products

• Social Investing

• Personal Finance Management 

• Investment Tools



Wealth-Tech – Decision Process: Module-III:

Information Database Analysis
Classifica

tion
Reports Advice Decision

• Descriptive Analysis

• Diagnostic Analysis

• Predictive Analysis

• Prescriptive Analysis



Wealth-Tech – Challenges: Module-III:

• Human Interaction Vs Robots

• Active to Passive Investment

• Business Model – Automation, Human Intervention

• Data Security and Privacy



Wealth-Tech – Companies: Module-III:

✓ IND Wealth

✓ Zerodha

✓ Upstox

✓ Groww

✓ Kuvera

✓ Scripbox

• Name

• Location

• Management

• Period 

• Key Services & 

Products

• AUM

• Future 

Expectations

✓ Quantplan

✓ SumZero

✓ Addepar

✓ Riskalyze

✓ Motifinvesting

✓ Robinhood

✓ Wealthfront

✓ Betterment



Internet of Things (IoT) - Introduction: Module-III:

Although there is not one single definition of IoT, put simply it is a suite of 

technologies and applications allowing devices with embedded sensors to 

be connected to the internet and exchange data using the same Internet 

Protocol (IP). 

Such devices may be electronics, software, pacemakers, kitchen 

appliances, and cars.

At present 16 Billion 

Devices and by 2030 

it would be 30 

Billion..!!



Internet of Things (IoT) - Introduction: Module-III:

Human Non-Living Thing

Human

Device + Internet

Mechanical

Device + Internet

Device + Internet

IoT

IoT Ecosystem

X

Non-Living Thing



IoT – Elements of IoT Ecosystem: Module-III:

✓ Human Beings

✓ Communication Devices

✓ Sensor Devices

✓ Network Gateways

✓ Internet & Ips

✓ Technologies (Crypto, Blockchain, ML, AI)

✓ Databases

✓ Machines



IoT – Application in Fintech: Module-III:

✓ Real-time Data Exchange between Devices (at Banks, Insurance, Real-

estate) 

✓ Remote Operations of Financial Institutions

✓ High Productivity and Lower Cost

✓ Financial Risk Management

✓ Automated Financial Transactions

✓ High-Frequency-Trading (HFT)

✓ Fraud Deduction



Insure-Tech: Introduction: Module-III:

The use of disputing technology in the insurance industry is leading to 

innovative insurance service providers known as Insure-Tech. 

As the name itself indicates, Insure-Tech is the integration of technology 

and insurance services.

Insurance firms pool funds from individuals to pay for claims and pay expenses for the 

provision and selling of insurance protection. They also invest the money, and any earnings 

from their investments offset the insurance costs.



Challenges before Traditional Insurance Companies: Module-III:

• Low Reach (Due to Cumbersome Process)

• Premium or Rate of Policy (Estimation)

• Cost of Policy (Estimation)

• Claims and Insurance fraud (Damage Valuation, Misinformation, 

Delay)

• Limited Products (Common requirements)



Insure-Tech - Foundation: Module-III:

✓ Smart Contracts (Policy Documents)

✓ Data (Real-time, Third Party)

✓ Devices (Insurance wearables, Sensors, Telematics)

✓ Technologies (APIs, DLT, ML, AI, Big Data, Cloud Computing)

✓ IoT

✓ Automated Transactions (Premium, Claims)



Insure-Tech – Innovative Products: Module-III:

✓ Wearables Insurance (Health)

✓ Microinsurance (Small Needs)

✓ Super Fast Insurance (Intracity Travel)

✓ Peer –to-Peer Insurance (Closed Group)

✓ Self-Service Insurance

✓ Usage Based Insurance (UBI) – Car insurance



Insure-Tech –  Benefits and Future Prospects: Module-III:

✓ Faster and Easier Insurance

✓ More customised and Tailored Products

✓ Easy and Cost Effective Process

✓ Efficient Computation of Risk, Premium and Claims

✓ Less Frauds and Preventions

✓ Automated Transactions (Premium and Claims)



Insure-Tech –  Types and Indian Companies: Module-III:



Thank you



Block Chain and Distributed Ledger: Modules-IV:

• Cryptography

• Blockchain

• Decentralised Finance

• Cryptocurrency



Cryptography – Foundation of Blockchain: Modules-IV:

Cryptography is the practice or study of techniques for secure 

communication in the presence of third parties (adversaries). 

Cryptography ensures security of data and operations related to any 

transaction by protecting it from the following three security dimensions 

or Triad of security (CIA). 

• Confidentiality 

• Integrity

• Availability

Cryptography



Cryptography – Foundation of Blockchain: Modules-IV:

Cryptography Process involves following elements or steps:

PASS UFXX

PASS

Shift Forward by 5

Encryption

Decryption

Plain Tex

Cipher Tex

Algorithm Key

Plain Tex

Shift 
Backward 
by

5



Cryptography – Foundation of Blockchain: Modules-IV:

Two-Way  Encryption

PASS UFXX

PASS

Shift Forward by 5

Encryption

Decryption

Plain Tex

Cipher Tex

Algorithm Key

Plain Tex

Shift 
Backward 
by

5

1

2

Existing Encryption Algorithms:

• DES (56 bytes)

• 3 DES (168 bytes)

• AES



Cryptography – Foundation of Blockchain: Modules-IV:

One-Way  Encryption

PASS x@$B#1?!
Shift Forward by 5

Hashing

Plain Tex

Hash

Algorithm Key

Existing Hashing Algorithum:

• MDG5

• SHA-1 (160 bits string)

• SHA-2 (256 bits string)

• SHA-512 (256 bits string)

❑It cannot be Decrypted 

❑Length is Fixed  in example it 

is 8 Bits

❑Message Digest 

❑Hash is compared

❑Conversion of plain text into a 

fixed length cipher text is 

known as Hashing and the 

cipher text as Hash. Hashing 

is the key component of 

Blockchain Technology



Cryptography – Foundation of Blockchain: Modules-IV:

Symmetric Key  Encryption

PASS UFXX

PASS

Shift Forward by 5

Encryption

Decryption

Plain Tex

Cipher Tex

Algorithm

Key

Plain Tex

Shift 
Backward 
by

5

Same 
Key

❑Problem of 

Key 

Distribution



Cryptography – Foundation of Blockchain: Modules-IV:

Asymmetric Key  Encryption

PASS UFXX

PASS

Shift Forward by x

Encryption

Decryption

Plain Tex

Cipher Tex

Algorithm

Pair 

Key

Plain Tex

Shift 
Backward 
by

y

Not 
Same

❑For every 

transaction 1 

Pair of Key (Two 

keys)

❑One Key Secrete 

known as Private 

Key

❑Other Key can be 

shared with 

everyone known 

as Public Key

Existing AKE:

• Digital Signature

• SSL

• HTTPS

• PKI



Cryptography – Foundation of Blockchain: Modules-IV:

Asymmetric Key  Encryption

Number Theory  and Mode Operator:

X=Y mod Z, which means, when Y is divided by Z then X is the 

reminder

Suppose, X= 1, Y=7 and Z = 3

Then 1=7 mod 3

i.e. 7/3 reminder = 1



Cryptography – Foundation of Blockchain: Modules-IV:

Asymmetric Key  Encryption



Cryptography – Foundation of Blockchain: Modules-IV:

Services Encryption 

Payment Systems SSL, Symmetric, DS

Credit Cards SSL, Symmetric

Electronic Wallets SSL, Symmetric, DS

Banking, P2P Lending SSL, Symmetric

Blockchain DS, Symmetric, Hashing

Crypto Currencies SSL, Symmetric

Email MD, SSL



Cryptography – Foundation of Blockchain: Modules-IV:

✓ The attack to break the algorithm and access the key to decode the encrypted 

information is known as Brute Force Attack (BFA).

✓ No algorithm or key is unbreakable, however, via One-Way Encryption, the 

information can be made immutable. 

✓ The time required to break the algorithm and access the key is the fundamental 

aspect of security and it depends upon the complexity of the algorithm and the 

length of the key (string or bits).

✓ The higher the time is required to break the algorithm and access the key the 

higher the algorithm and key are said to be secured and the encryption system 

is resistant to BFA. This is ensured using Asymmetric Key Encryption.

✓ In practice, to secure the information, the technocrats use a multiple encryption 

techniques in a single transaction. 



Blockchain – Modern-Day Ledger: Modules-IV:

✓ According to International Business Machine (IBM), Blockchain is a 

shared, immutable ledger that facilitates the process of recording 

transactions and tracking assets in a business network. 

✓ An asset can be tangible (a house, car, cash, land) or intangible 

(intellectual property, patents, copyrights, branding). 

✓ Virtually anything of value can be tracked and traded on a blockchain 

network, reducing risk and cutting costs for all involved.

What is Blockchain Technology? | IBM

https://www.ibm.com/topics/blockchain


Blockchain – Key Elements: Modules-IV:

Smart 
Contracts

Distributed 
Ledger 

Technology

Transaction 
recorded as a 

“block”

Each block is 
connected to 

the ones 
before and 

after it



Blockchain – Hashing and Proof of Work:Modules-IV:

✓ Information is converted into Hash, which is also known as ‘Digital Finger Print’.

✓ If there is any change in the data, a new Hash will be created linking it to the previous 

Hash and the change can be easily identifiable.

✓ It is like Version Control System (VCS) wherein latest version of file/data is linked to 

the previous version. 



Blockchain – Types of Blockchain Networks: Modules-IV:

Public Blockchain Networks

Private Blockchain Networks

Permissioned Blockchain 
Networks

Consortium Blockchains



Blockchain – The Block: Modules-IV:



Blockchain – The Block: Modules-IV:



Blockchain – Blocks and Chain: Modules-IV:

• A Market Root is the hash of all the transaction in a Block.

• Nonce is a random whole number, which is a 32-bit (4 byte) field, which is adjusted by the miners, so that it becomes a valid 

number to be used for hashing the value of block. Nonce is the number which can be used only once.  



Blockchain – Benefits: Modules-IV:

✓ Greater Trust

✓ Greater Security

✓ More efficiencies

✓ Foundation for DeFi and Cryptocurrency



Decentralised Finance – DeFi: Modules-IV:

• People are exclusively dependent upon central authority or institution for financial 

transaction. A few of them may be blocked access to set up a bank account or use 

financial services.

• Governments and centralized institutions can close down markets at will. Trading 

hours are often limited to business hours of specific time zone.

• Money transfers can take days due to internal human processes and delayed or 

lengthy procedures.

• High Transaction Fee and charges.

• Financial and Personal Data on Risk.

Problems of Centralised Financial System:



Decentralised Finance – DeFi: Modules-IV:

Decentralisation?

✓ Decentralisation means transfer of power from a single 

authority/person/institution to several. 

✓ It is not a modern development. It exist since thousands of years.

✓ In economic transactions, Barter was decentralised exchange 

transaction.

✓ Even the use of Gold and Silver was too a decentralised exchange 

transaction. 

✓ Modern DeFi is equipped with disrupting Technologies such as 

Cryptography, Distributed Ledger, Blockchain, etc. 



Decentralised Finance – DeFi: Modules-IV:

Decentralisation Finance?

✓ Decentralized finance eliminates intermediaries by allowing people, 

merchants, and businesses to conduct financial transactions through 

emerging technology.

✓ Through peer-to-peer financial networks, DeFi uses security protocols, 

connectivity, software, and hardware advancements.

✓ Decentralized finance uses the blockchain technology. 

✓ Applications called dApps are used to handle transactions and run the 

blockchain.

✓ Example of Decentralized Finance are Cryptocurrencies.



Decentralised Finance – DeFi: Modules-IV:



Decentralised Finance Vs Traditional: Modules-IV:

DeFi Traditional Finance

You hold your money. Your money is held by companies.

You control where your money goes 

and how it's spent.

You have to trust companies not to 

mismanage your money, like lending 

to risky borrowers.

Transfers of funds happen in 

minutes.

Payments can take days due to 

manual processes.

Transaction activity is 

pseudonymous.

Financial activity is tightly coupled 

with your identity.

DeFi is open to anyone. You must apply to use financial 

services.

The markets are always open. Markets close because employees 

need breaks.

It's built on transparency – anyone 

can look at a product's data and 

inspect how the system works.

Financial institutions are closed 

books: you can't ask to see their loan 

history, a record of their managed 

assets, and so on.

https://ethereum.org/en/defi/



Decentralised Finance – Features: Modules-IV:

✓ Easy Accessibility

✓ Low Fee

✓ Interest Rate Negotiable

✓ Security and Transparency

✓ Bankruptcy –free



Decentralised Finance – Advantages & Risks: Modules-IV:



Cryptocurrency – Modern Money: Modules-IV:

Money?

Anything which has following features is money

• Medium of Exchange 

• Measure of Value

• Store of Value



Cryptocurrency – Modern Money: Modules-IV:

Types of Money:

• Commodity Money

• Currency – 

    Paper

    Notified  or Deposit

    Digital 

    Decentralised

Fiat / Trust / 

Government 

Backed

Acceptability

Algorithm 

based



Cryptocurrency – Modern Money: Modules-IV:

Algorithm:

• The crypto currency (bitcoin) network uses a consensus algorithm called Proof 

of Work (PoW). 

• The central idea behind this algorithm is to solve a complex mathematical puzzle 

and easily give out a solution. This mathematical puzzle requires a lot of 

computational power and thus, the node who solves the puzzle as soon as 

possible gets to mine the next block.

• The algorithm for the crypto currency’s proof of work (bitcoin) mining process is 

known as Secured Hash Algorithm 256 (SHA-256). It is a cryptographic hash 

function that takes an input and produces a fixed-size output of 256 bits. The 

SHA-256 algorithm is used to mine new currencies (bitcoin) and verify 

transactions on the blockchain network.

• When a block is discovered, the discoverer may award themselves a certain 

number of bitcoins, which is agreed-upon by everyone in the network. Currently 

this bounty is 25 bitcoins; this value will halve every 210,000 blocks.



Cryptocurrency – Modern Money: Modules-IV:

Crypto Currency 

Mining:

Crypto currency 

(Bitcoin) mining is 

the process of 

adding transaction 

records to Bitcoin's 

public ledger of past 

transactions 

or blockchain. 

Everything you need to know about Bitcoin mining

https://www.bitcoinmining.com/


Cryptocurrency – Modern Money: Modules-IV:



Cryptocurrency – Modern Money: Modules-IV:



Cryptocurrency – Modern Money: Modules-IV:



Cryptocurrency – Modern Money: Modules-IV:



Cryptocurrency – Modern Money: Modules-IV:

• Initial coin offerings (ICOs) are a popular way to raise funds for products and 

services usually related to cryptocurrency.

• ICOs are similar to initial public offerings (IPOs), but coins issued in an ICO also 

can have utility for a software service or product.

• A few ICOs have yielded returns for investors. Numerous others have turned out 

to be fraudulent or have performed poorly.

• To participate in an ICO, you usually need to first purchase a more established 

digital currency, plus have a basic understanding of cryptocurrency wallets and 

exchanges.

• ICOs are, for the most part, completely unregulated, so investors must exercise 

a high degree of caution and diligence when researching and investing in them.



Cryptocurrency – Modern Money: Modules-IV:



Thank you



Reg-Tech – Introduction:Modules-V:

• Reg-Tech is defined as technology that is used to deal with regulatory 

challenges and helps deliver compliance requirements. 

• RegTech is currently seen as being the next revolution to hit the financial 

services industry, used mostly to reduce the cost and complexity of 

complying with the profusion of regulations that have been instituted since 

the financial crisis of 2008.

• RegTech software digitizes compliance procedures and eliminates the 

backlog, enabling firms to streamline compliance workflows and reduce 

the margin for error.



Modules-V:

• Legal Consultants

• Internal Departments

• MS Word based Reporting and Documents Templates

• MS Excel based Compliance Sheets

• Internal and External Compliance Audits

• Customized Softwares (Automation)

• Monitoring Softwares (Detection)

General Ways to Check Regulatory Compliance: 



ML & AI Tech based Ways of Regulatory Compliance: Modules-V:

Predictive Softwares for:

• Risk Identification

• Compliance intelligence

• Identity management

• Background Screening



Reg-Tech – Types of Companies: Modules-V:

o KYC and AML

o Operations and Portfolio Risk Management

o Reporting

o Blockchain

o Tax Management

o Trade Monitoring

o Quantitative Analytics



Reg-Tech – Companies in Indian Market: Modules-V:

https://www.inventiva.co.in/trends/10-regtech-companies-in-india-2024/



Fintech Regulations in India: Modules-V:

▪ Information Technology Act 2000

▪ Credit Information Companies (CIC) Act 2005

▪ Payment and Settlement Systems Act (2007)

▪ RBI Guidelines for Payment Aggregators and Payment Gateways 

(PA Guidelines)

▪ RBI Directions on Pre-paid Payment Instrument (PPI Direction)

▪ RBI KYC Directions

▪ NCPI Regulations regarding UPI payments

▪ RBI Guidelines for Online Payment Gateway Service Providers 

(OPGSP) 2015

▪ RBI Draft on Online Export-Import Facilitators Guidelines 2023



Fintech Regulators in India: Modules-V:

▪ MoF

▪ RBI

▪ SEBI

▪ IRDIA



IT Act 2000: Modules-V:

The Information Technology Act, 2000 also Known as an IT Act is an act 

proposed by the Indian Parliament reported on 17th October 2000. 

✓ This Information Technology Act is based on the United Nations Model law on Electronic 

Commerce 1996 (UNCITRAL Model) which was suggested by the General Assembly of 

United Nations by a resolution dated on 30th January, 1997. 

✓ It is the most important law in India dealing with Cybercrime and E-Commerce.

✓ The main objective of this act is to carry lawful and trustworthy electronic, digital and 

online transactions and alleviate or reduce cybercrimes. 

✓ The IT Act has 13 chapters and 90 sections. The last four sections that starts from ‘section 

91 – section 94’, deals with the revisions to the Indian Penal Code 1860.

✓ The IT Act, 2000 has two schedules: First Schedule –

Deals with documents to which the Act shall not apply and Second Schedule –  Deals with 

electronic signature or electronic authentication method.



IT Act 2000 – The Offences: Modules-V:

• Tampering with the computer source documents.

• Directions of Controller to a subscriber to extend facilities to decrypt information.

• Publishing of information which is obscene in electronic form.

• Penalty for breach of confidentiality and privacy.

• Hacking for malicious purposes.

• Penalty for publishing Digital Signature Certificate false in certain particulars.

• Penalty for misrepresentation.

• Confiscation.

• Power to investigate offences.

• Protected System.

• Penalties for confiscation not to interfere with other punishments.

• Act to apply for offence or contravention committed outside India.

• Publication for fraud purposes.

• Power of Controller to give directions.



IT Act 2000 – The Punishments: Modules-V:

SECTION PUNISHMENT

Section 43

This section of IT Act, 2000 states that any act of destroying, altering or 

stealing computer system/network or deleting data with malicious intentions 

without authorization from owner of the computer is liable for the payment to 

be made to owner as compensation for damages.

Section 43A

This section of IT Act, 2000 states that any corporate body dealing with 

sensitive information that fails to implement reasonable security practices 

causing loss of other person will also liable as convict for compensation to 

the affected party.

Section 66
Hacking of a Computer System with malicious intentions like fraud will be 

punished with 3 years imprisonment or the fine of Rs.5,00,000 or both.

Section 66 B, C, D
Fraud or dishonesty using or transmitting information or identity theft is 

punishable with 3 years imprisonment or Rs. 1,00,000 fine or both.

Section 66 E
This Section is for Violation of privacy by transmitting image of private area is 

punishable with 3 years imprisonment or 2,00,000 fine or both.

Section 66 F
This Section is on Cyber Terrorism affecting unity, integrity, security, 

sovereignty of India through digital medium is liable for life imprisonment.

Section 67

This section states publishing obscene information or pornography or 

transmission of obscene content in public is liable for imprisonment up to 5 

years or fine of Rs. 10,00,000 or both.



Credit Information Companies  Act 2005:Modules-V:

The Credit Information Companies (Regulation) Act, 2005 (“CIC Act”), is a 

legislation enacted by the Government of India to regulate the actions of Credit 

Information Companies (“CIC’s”) in India and to facilitate efficient distribution of 

credit as well as for matters connected to the same.

• The act provides provisions and rules for granting certificate, appointing director for CICs.

• CICs are RBI-licensed and authorized companies that collects, maintains and analyses the 

consumer and business credit information of individuals and companies across the 

nation, as provided by the financial institutions.

• CICs calculates and generates credit scores for individuals and credit ranks for companies 

as per their creditworthiness and past credit history.

• TransUnion CIBIL, Equifax, Experian, CRIF High Mark are some of CICs in Indian Markets.



CIC Act 2005 – Key Provisions:Modules-V:

✓ No company is allowed to commerce or carry on the business of credit information 

without obtaining a certificate from RBI [ Reserve Bank of India] under this act.

✓ Every company which intends to commence the business of credit information shall 

make an application for registration to the Reserve Bank.

✓ Every credit information company, under this Act, before the expiry of six months from 

such commencement, shall apply in writing to the Reserve Bank for obtaining a 

certificate from Reserve Bank of India.

✓ To commerce or carry on the business of credit information certain necessities should 

be satisfied.

✓ That the applicant company has minimum capital structure referred to in section

✓ That the general character of the management or the proposed management of the 

applicant company shall not be prejudicial to the interest of its specified users, clients 

or borrowers, or other credit information companies.



CIC Act 2005 – Key Provisions:Modules-V:

✓ The Reserve Bank of India can cancel a certificate for registration to a credit 

information company if such company a) Ceases to carry on the business of credit 

information b) has failed to comply with any of the conditions subject to which the 

certificate of registration has been granted to it c) at any time fails to fulfil any of the 

conditions referred to in sub-clauses of the act.

✓ The credit information companies has all rights to appeal against the cancellation of 

orders for registration to the Central Government, within a period of 30 days from the 

date of cancellation. 

✓ If the company is been given the certificate of registration, there should be one of 

directors, who is appointed a full time or a half time job and when the person where is 

appointed on whole-time basis as chairperson of its board.

✓ He shall be entrusted with the management of the whole of the affairs of the credit 

information company and the chairperson of the board of the credit information 

company shall exercise his powers subject to the superintendence, control and 

directions of the board.



CIC Act 2005 – Key Provisions:Modules-V:

✓ The RBI may determine the policy in relation to functioning of credit information companies or 

credit institutions or specified users generally or in particular and when the policy has been so 

determined all credit information companies, credit institutions and specified users, as the 

case may be, shall be bound to follow the policy as so determined.

✓ According to section 235 of the Companies Act, 1956 (1 of 1956): a) The Reserve Bank, at any 

time, may and on being directed so to do by the Central Government shall, cause an 

inspection to be made, by one or more of its officers or through such other persons or agency 

as the Reserve Bank may determine, of any credit information company or b) Credit institution 

or specified user and their books and accounts; and the Reserve Bank shall supply to the 

credit information company or credit institution or specified user, as the case may be, a copy 

of its report on such inspection.



Payment and Settlement System Act 2007:Modules-V:

The Payment and Settlement Systems Act, 2007 (‘PSS Act, 2007’), legislated in 

December 2007, governs and regulates all the modes of payment systems used in 

India. 

• Under the PSS Act, 2007 the RBI is given the power to direct and regulate the payment 

systems and the payment system participants in India. 

• The PSS Act, 2007 has been enacted to govern and regulate the activities which involve 

payment and settlement of transaction in substitute of paying or settling a transaction by 

cash or other means of physical movement of payment instruments to settle a transaction.

• Section 2(1) (i) of the PSS Act 2007 defines a payment system to mean a system that 

enables payment to be effected between a payer and a beneficiary, involving clearing, 

payment or settlement service or all of them, but does not include a stock exchange 

(Section 34 of the PSS Act 2007 states that its provisions will not apply to stock exchanges 

or clearing corporations set up under stock exchanges). It is further stated by way of an 

explanation that a “payment system” includes the systems enabling credit card 

operations, debit card operations, smart card operations, money transfer operations or 

similar operation.



PSS Act 2007 – BPSS & PSS Regulations:Modules-V:

Under the PSS Act, 2007, two Regulations have been made by the RBI, namely, the Board for 

Regulation and Supervision of Payment and Settlement Systems Regulations, 2008 (BPSS 

Regulations) and the Payment and Settlement Systems Regulations, 2008 (‘PPS Regulations, 

2008’).

The Board for Regulation and Supervision of Payment and Settlement Systems Regulation, 2008 

deals with the constitution of the Board for Regulation and Supervision of Payment and Settlement 

Systems (BPSS), a Committee of the Central Board of Directors of the Reserve Bank of India. It 

also deals with the composition of the BPSS, its powers and functions, exercising of powers on 

behalf of BPSS, meetings of the BPSS and quorum, the constitution of Sub-Committees/Advisory 

Committees by BPSS, etc. The BPSS exercises the powers on behalf of the Reserve Bank, for 

regulation and supervision of the payment and settlement systems under the PSS Act, 2007.

The Payment and Settlement Systems Regulations, 2008 covers matters like form of application for 

authorization for commencing/ carrying on a payment system and grant of authorization, payment 

instructions and determination of standards of payment systems, furnishing of 

returns/documents/other information, furnishing of accounts and balance sheets by system 

provider etc.



PSS Act 2007 – BPSS & PSS Regulations:Modules-V:

The act provides for the regulation and supervision of various payment and settlement 

systems, including RTGS, NEFT, Cheque Truncation System (CTS) and ACH). The act 

also provides for the regulation and supervision of card payment systems, mobile 

payment systems, and other electronic payment systems. The various services 

included under PSS Act 2007 are:

• Paper Clearing: This includes Magnetic Ink Character Recognition (MICR), Non-MICR, Cheque 

Truncation System (CTS), Express Cheque Clearing System (ECCS).

• Bulk Electronic Transaction Processing Systems: This includes the Electronic Clearing Service 

(ECS), with its variants Regional ECS and National ECS; National Automated Clearing House (NACH) 

- Debit and Credit.

• Card Payments: This includes Debit, Credit and Electronic payments³.

• Large Value Payments: This includes the Real Time Gross Settlement (RTGS) system.

• Retail Payments: This includes the National Electronic Funds Transfer (NEFT) system.

• Fast Payments: This includes the Immediate Payment Service (IMPS), Unified Payments Interface 

(UPI)

• e-Money: This includes Prepaid Payment Instrument (PPI) Cards and Wallets.



All Regulators Eyes on Key Aspects:Modules-V:

• Responsible Innovation (Risk-free)

• Investor Protection

• Efficiency (Speed)

• Cost-Effective

• Sustainable (3 Ps)

Regulatory Sandbox – RBI

Regulatory Sandbox - IRDAI

Innovation Sandbox  - SEBI



Contribution of Regulators:Modules-V:

• Working Committees & Recommendations

• Master Circulars

• Guidelines

• Regulations (In the process)
Regulatory Sandbox – RBI

Regulatory Sandbox - IRDAI

Innovation Sandbox  - SEBI



Thank you
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