o B.S. Abdur Rahman®
INSTITUTION'S
INNOVATION C resce nt
COUNCIL

(Ministry of HRD Initiative) Institute of Science & Technolcgy
Deemad to bo Univarsity u/s 5 of the UGC Act, 1956

School of Computer Information and Mathematical Sciences
Department of Computer Applications
Report on Peer Learning workshop
“Vulnerability to solution Web App Security — ZAP, W3af & WASP”
Conducted on 25™ March 2025
Organized by the Department of Computer Applications

Conveners
Dr. Sharmila Sankar DEAN/SCIMS
Dr. M.Syed Masood HOD/CA

Co-conveners

Dr,.A. Jaya, Professor & Director (CDOE)
Dr. S. Pakkir Mohideen, Professor

Dr. S. Shahar Banu, Asso. Professor

Dr. A. Abdul Azeez Khan, Asso. Professor
Dr. K. Javubar Sathick, Asso. Professor
Dr. G. Shree Devi, Asso. Professor

Student of Computer Applications
Mr. M. Dayanidhi
Final year, BCA — Cyber Security

Coordinators
Dr. P. Amudhavalli Ap (Sr. Gr.)/CA
Dr. Peer Mohamed Ziyath AP/CA

Dr. A. Haja Alaudeen AP/CA

Co-coordinators

Mr.V. M. Niaz Ahamed AP/CA

Dr. R. Shanthi AP/CA

Dr. E. Manogar AP/CA

Mr. M. Mohamed Jalaludin AP/CA
Dr. M. Varusai Mohamed AP/CA
Dr. K. Jose Reena AP/CA

Ms. K. Sameera Programmer/CA

A One-day peer learning workshop on “Vulnerability to solution Web App Security

— ZAP, W3af & WASP” was held on 25" April 2025, by the Department of Computer
Applications. The workshop was conducted in Open source and advanced computing lab of
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department of computer applications from 9.30 am to 12.30 pm. Mr.Dayanidhi focused on
delivering the various functions of web application security tools such as ZAP, W3af and
WASP. He gave hands-on-sessions to his peers.

Nearly 80 students of BCA(Cyber Security) and B.Sc (CS) has participated in the
workshop and gathered knowledge on tools of Web apps security. The feedback about the
knowledge of the resource person, delivery of the content, course material shared and
answering the questions of the participants are highly appreciated by the participants.
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Feedback

Class
70 responses

@ BCA Cyber Security
@ B.Sc Computer Science

Semester

70 responses

@l
oV
eV

How useful was the content presented in the workshop?
70 responses

60
49 (70%)
40
20
14 (20%)
0(0%) 0(0%) 7 (10%)
0 ' '
1 2 3 4 5

Was the content presented in a clear and understandable way?
70 responses

60
40
20 23 (32.9%)
0 (0%) 1(1.4%)
o |
1 2 3 4 5
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Was the workshop relevant to your needs?

70 responses
60

40

20 20 (28.6%)

Was the pace of the workshop appropriate?
70 responses

@ Too fast
@ Just Right
@ Too Slow

What is the use of port swigger?

70 responses

Security testing tool for web applications,

PortSwigger, through its tool Burp Suite, is used for web security testing. It intercepts web traffic, scans for
vulnerabilities, and supports manual as well as automated security assessments.

Hacking
To learn about hacking

Penetration testing, vulnerability scanning
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Do you have any other comments?

70 responses

Worshop is very good sir i leanrt new new things

No suggestion

From this | learned many informative things

None

The technical workshop was informative and well-st

exercises. However, more \nteractive discussion

experience.
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Coordinators

san

ructured, with ¢l

ear explanations and useful hands-on

d real-world examples could enhance the learning
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